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REFUGEES

Federal Agencies and Their Partners Have
Implemented Certain Measures, but Need to Further
Strengthen Applicant Screening and Assess Fraud
Risks

What GAO Found

The Department of State (State) and the United Nations High Commissioner for
Refugees (UNHCR) have worked together on measures designed to ensure
integrity in the refugee resettlement referral process and have established a
framework to guide their partnership. Working with State, UNHCR has
implemented standard operating procedures and other guidance that, according
to UNHCR officials, provides baseline requirements throughout the referral
process. UNHCR also uses databases to help verify the identities of, and
manage information about, refugees.

State and the nine worldwide Resettlement Support Centers (RSC) have policies
and procedures for processing refugee applications. Overseen by State, the
organizations that operate RSCs hire staff to process and prescreen applicants
who have been referred for resettlement consideration. GAO observed 27
prescreening interviews conducted by RSC caseworkers in four countries and
found that, for example, RSCs generally recorded key information and submitted
any required security checks. However, State has not established outcome-
based performance indicators to evaluate whether RSCs were consistently and
effectively prescreening applicants and preparing case files—key RSC activities
that have important implications for timely and effective adjudication and security
checks. Developing outcome-based performance indicators would better position
State to determine whether RSCs are meeting their responsibilities.

The Department of Homeland Security’s U.S. Citizenship and Immigration
Services (USCIS) has policies and procedures for adjudicating refugee
applications for resettlement in the United States, including how officers are to
conduct interviews and adjudicate applications. GAO observed 29 USCIS
interviews and found that officers completed all parts of the required
assessment. USCIS also provides guidance to help officers identify national
security concerns in applications, which can be challenging to identify as country
conditions evolve. In 2016, USCIS determined that its pilot to send officers with
national security expertise overseas to support interviewing officers was
successful. USCIS has taken steps to fill these positions, but it has not yet
developed a plan for deploying these additional officers, whose expertise could
help improve the effectiveness of the adjudication process.

State, USCIS, and their partners have implemented antifraud measures to
reduce the risk of staff and applicant fraud—both of which have occurred—but
could further assess fraud risks. Officials from all nine RSCs stated that they
assign staff fraud risk management responsibilities to designated individuals.
However, not all RSCs reported complying with all required program integrity
measures—reported compliance at individual RSCs ranged from 86 to 100
percent. State has also not required RSCs to conduct regular staff fraud risk
assessments tailored to each RSC or examined the suitability of related controls.
Without taking additional steps to address these issues, State and RSCs may
face challenges in identifying new staff fraud risks or gaps in the program's
internal control system and implementing new control activities to mitigate them.
Further, State and USCIS have not jointly assessed applicant fraud risk program-
wide. Doing so could help them ensure that fraud detection and prevention
efforts across USRAP are targeted to those areas that are of highest risk.
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Chairman Labrador, Ranking Member Lofgren, and Members of the
Subcommittee:

Thank you for the opportunity to discuss our July 2017 reports on the U.S.
Refugee Admissions Program (USRAP)—the process by which refugees
seek to be resettled in the United States.! Millions of people worldwide
have fled their home countries to seek asylum because of persecution. In
general, individuals determined to have a well-founded fear of
persecution on account of their race, religion, nationality, political opinion,
or their membership in a particular social group can be registered? as
refugees with the governments of the countries to which they have fled or
with the United Nations High Commissioner for Refugees (UNHCR). As of
June 2017, UNHCR reported there were approximately 22.5 million
refugees worldwide.

In fiscal year 2016, the United States admitted nearly 85,000 refugees for
resettlement, the largest yearly number in more than 15 years, and
admitted about 52,000 refugees in fiscal year 2017. Increases in the
number of USRAP applicants approved for resettlement in the United
States—particularly from countries in the Middle East where terrorist
groups such as the Islamic State in Iraq and Syria (ISIS) operate—have
raised questions about the adequacy of screening for refugee applicants
to prevent access by persons who may be threats to national security.

'GAO, Refugees: State and Its Partners Have Implemented Several Antifraud Measures
but Could Further Reduce Staff Fraud Risks, GAO-17-737 (Washington, D.C.: July 31,
2017) and Refugees: Actions Needed by State Department and DHS to Further
Strengthen Applicant Screening Process and Assess Fraud Risks, GAO-17-706
(Washington, D.C.: July 31, 2017). These reports are public versions of sensitive reports
that we issued in June 2017. See Refugees: State and Its Partners Have Implemented
Several Antifraud Measures but Could Further Reduce the Risks of Staff Fraud,
GAO-17-446SU (Washington, D.C.: June 7, 2017) and Refugees: Actions Needed by
State Department and DHS to Further Strengthen Applicant Screening Process and
Assess Fraud Risks, GAO-17-444SU (Washington, D.C.: June 7, 2017).

2See United Nations Convention Relating to the Status of Refugees, July 28, 1951, 189
U.N.T.S. 150; United Nations Protocol Relating to the Status of Refugees, Jan. 31, 1967,
19 U.S.T. 6223. Under U.S. immigration law, in general, qualified foreign nationals located
outside of the United States may be granted humanitarian protection in the form of
refugee status and resettlement in the United States if they demonstrate that they are
unable or unwilling to return to their home country because of past persecution or a well-
founded fear of future persecution based on their race, religion, nationality, membership in
a particular social group, or political opinion. See 8 U.S.C. §§ 1101(a)(42), 1157(c). In
response to the large number of people displaced following World War Il, the United
Nations established UNHCR in 1950 with the mandate of providing protection to and
seeking permanent solutions for refugees.
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There are also questions as to whether USRAP is vulnerable to fraud
because there have been past cases of fraud committed by both staff
involved in the processing of refugee applications (referred to hereafter as
staff fraud) and by refugee applicants. Given the potential consequences
that the outcomes of decisions on refugee applications can have on the
safety and security of both vulnerable refugee populations and the United
States, it is important that there is integrity in the resettlement process
and that the U.S. government has an effective refugee screening process
to allow for resettlement of qualified applicants while preventing persons
with malicious intent from using USRAP to gain entry into the country.

The Department of State’s (State) Bureau of Population, Refugees, and
Migration (PRM) manages USRAP. State works with the Department of
Homeland Security’s (DHS) U.S. Citizenship and Immigration Services
(USCIS), which has responsibility for adjudicating applications for
resettlement in the United States as refugees. USCIS officers, in
adjudicating applications for resettlement, are to conduct individual, in-
person interviews with applicants overseas and use the results of these
interviews in coordination with other relevant information, such as the
results of applicants’ security checks, to determine whether USCIS will
approve the applicants for resettlement in the United States as refugees.
State receives applications and referrals for refugee resettlement from a
variety of sources, with most coming from UNHCR. UNHCR is mandated
to work with governments to provide “durable solutions” to refugees so
that they may transition out of refugee status and rebuild their lives. This
may include their consideration to submit a refugee’s case to the United
States or other country for resettlement. Both State and USCIS
coordinate with nine Resettlement Support Centers (RSC) worldwide to
manage applications and referrals to USRAP, interview applicants to
collect their information (referred to as prescreening), and prepare
approved refugee applicants for resettlement to the United States.? State
oversees these RSCs, four of which are operated by the International
Organization for Migration (IOM), and four of which are operated by
nongovernmental organizations (NGO). The ninth RSC, in Havana, Cuba,
is operated directly by State.

3The nine RSCs cover the following countries or geographic regions and are located in the
cities and countries in parentheses: Africa (Nairobi, Kenya); Austria (Vienna, Austria);
Cuba (Havana, Cuba); East Asia (Bangkok, Thailand); Eurasia (Moscow, Russia); Latin
America (Quito, Ecuador); the Middle East and North Africa (Amman, Jordan); South Asia
(Damak, Nepal); and Turkey and the Middle East (Istanbul, Turkey).
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State Has Worked
with UNHCR on
Various Measures
Designed to Ensure
the Integrity of the
Resettlement Referral
Process

This statement summarizes our July 2017 reports.* Specifically, this
statement addresses (1) how State works with UNHCR to ensure
program integrity in the UNHCR resettlement referral process; (2) the
extent to which State and RSCs have policies and procedures on refugee
case processing and State has overseen RSC activities; (3) the extent to
which USCIS has policies and procedures for adjudicating refugee
applications; and (4) the extent to which State, USCIS, and their partners
follow leading practices to reduce the risk of staff and applicant fraud in
USRAP. For those reports, we reviewed State, DHS, RSC, and UNHCR
policies and documents and interviewed relevant officials—including
officials at all 9 RSCs. In addition, we conducted fieldwork at selected
UNHCR offices, as well as at RSCs in Austria, Jordan, Kenya, and El
Salvador.® At the RSCs, we observed two nongeneralizable samples of
refugee screening interviews in 2016 (selected based on application data
and other factors). More detailed information on our objectives, scope,
and methodology for that work can be found in the issued reports. We
conducted the work upon which this statement is based in accordance
with generally accepted government auditing standards.

In July 2017, we found that State and UNHCR have worked together on
several measures designed to ensure integrity in the process through
which UNHCR refers refugees to USRAP for potential resettlement in the
United States (or, the resettlement referral process).® Since 2000, State
and UNHCR have outlined their formal partnership using a Framework for
Cooperation. State and UNHCR signed the most recent framework
document in 2016, covering the period of March 14, 2016 to December
31, 2017. The organizations developed the framework to guide their
partnership, emphasizing measures such as oversight activities and risk
management. Among other things, the framework emphasizes improved
accountability at UNHCR through effective oversight measures, close
cooperation with State, and organization-wide risk management. In
addition, the framework notes that State will work to ensure that UNHCR
allocates sufficient resources to fully implement measures to provide
oversight and accountability. For instance, UNHCR has several offices
that are responsible for overseeing antifraud activities, in addition to

4GA0-17-737 and GAO-17-706.

5The office in El Salvador is a sub-office associated with the IOM-run RSC in Quito,
Ecuador.

8GAO-17-737
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providing audit services, investigating instances of fraud, and conducting
broad reviews of country-level operations such as the United Nations
Office of Internal Oversight Services and the Board of Auditors. The
framework also describes regular coordination and communication
between State and UNHCR as an important principle in the relationship
between the two organizations. Specifically, at the headquarters level, the
U.S. Mission in Geneva, Switzerland, has a humanitarian affairs office
that, according to State officials, coordinates with UNHCR on a regular
basis.

Additionally, UNHCR has developed standard operating procedures
(SOPs) and identity management systems to combat the risk of fraud and
worked with State to implement these activities in the resettlement
process. Despite the complexity and regional variations in its refugee
registration, refugee status determination, and resettlement referral
processes, UNHCR officials said that standardizing procedures ensures
that the organization has established basic antifraud practices worldwide.
These officials added that they believe that the SOPs are among the most
important tools with which they ensure the integrity of the resettlement
referral process. UNHCR officials also collect biometric information on
refugees, such as iris scans and fingerprints. State and UNHCR
developed a Memorandum of Understanding (MOU) regarding the
sharing of some biometric information. According to a Letter of
Understanding that accompanies the MOU, it provides a framework
whereby data from UNHCR is shared with State, which allows for
increased efficiency and accuracy in processing resettlement referrals to
the United States. See figure 2 for photographs of technology that
UNHCR uses to register and verify refugee identities.
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Figure 1: Technology that the United Nations High Commissioner for Refugees (UNHCR) Uses to Register and Verify Refugee

Identities

On the left, a Sudanese man provides iris scans during registration with UNHCR in Chad. On the right, an unaccompanied Afghan child provides fingerprint scans to UNHCR

in a children’s shelter in Indonesia.
Source: © UNHCR/S A. Jefferies. | GAO-18-156T

State and RSCs Have
Policies and
Procedures for
Processing Refugees,
but State Could
Improve Efforts to
Monitor RSC
Performance

State and RSCs have policies and procedures for processing refugee
applications, but, as we found in July 2017, State has not established
outcome-based performance measures to assess whether RSCs are
meeting their objectives under USRAP.” State’s USRAP Overseas
Processing Manual includes requirements for information RSCs should
collect when prescreening applicants and initiating national security
checks, among other things.2 RSCs communicate directly with USRAP
applicants and prepare their case files. For example, RSCs are to
conduct prescreening interviews to record key information, such as
applicants’ persecution stories and information about their extended
family, and submit certain security checks based on the information
collected during the interview to U.S. agencies.® In addition, State
developed SOPs for processing and prescreening refugee applications at

"GAO-17-706

8Department of State, USRAP Overseas Processing Manual (Washington, D.C.: October
2015).

QSpecificaIIy, RSCs are required to initiate, as applicable, security checks through which

applications are screened for indicators that applicants might pose a national security or
fraud concern, or have immigration or criminal violations, among other things.
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RSCs, which State officials indicated provide baseline standards for RSC
operations. Further, all four of the RSCs we visited provided us with their
own local SOPs that incorporated the topics covered in State’s SOPs.
Directors at the remaining five RSCs also told us that they had developed
local SOPs that covered the overarching USRAP requirements. We
observed how RSC staff implemented State’s case processing and
prescreening policies and procedures during our site visits to four RSCs
from June 2016 to September 2016. Specifically, we observed 27
prescreening interviews conducted by RSC caseworkers at the four RSCs
we visited and found that these caseworkers generally adhered to State
requirements during these interviews. In addition, we observed how RSC
staff in all four locations implemented additional required procedures
during our site visits, such as initiating required security checks and
compiling case file information for USCIS interviewing officers, and found
that these RSC staff were generally complying with SOPs.

State has control activities in place to monitor how RSCs implement
policies and procedures for USRAP, but it does not have outcome-based
performance indicators to assess whether RSCs are meeting their
objectives under USRAP. Consistent with State’s January 2016 Federal
Assistance Policy Directive, and according to State officials, State is
required to monitor the RSCs it funds, whether through cooperative
agreements or voluntary contributions.'® On the basis of our interviews
with State officials and as reflected in documentation from all nine RSCs,
including quarterly reports to State, all RSCs have generally undergone
the same monitoring regime regardless of funding mechanism."" Further,
according to State officials, the department has dedicated Program
Officers located in Washington, D.C., and Refugee Coordinators based in
U.S. embassies worldwide, who are responsible for providing support to
RSCs and monitoring their activities—including conducting annual
monitoring visits. Further, State has established objectives for RSCs,
which include interviewing applicants to obtain relevant information for the
adjudication and ensuring the accuracy of information in State’s database
and the case files. State also establishes annual targets for the number of
refugees who depart for the United States from each RSC.

10Department of State, Federal Assistance Policy Directive (Washington, D.C.: January
2016).

"State funds four RSCs through cooperative agreements, four through a voluntary
contribution to the International Organization for Migration (IOM), and self-operates the
final RSC (RSC Cuba).
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USCIS Has Policies
and Procedures for
Adjudicating Refugee
Applications, but
Could Improve
Training and Quality
Assurance

Although State has established objectives and monitors several
quantitative goals for RSCs, it has not established outcome-based
performance indicators for key RSC activities such as prescreening
applicants or accurate case file preparation, or monitored RSC
performance consistently across such indicators. Specifically, neither the
quarterly reports nor other monitoring reports we examined have or use
consistent outcome-based performance indicators from which State could
evaluate whether RSCs were consistently and effectively prescreening
applicants and preparing case files—key RSC activities that have
important implications for timely and effective USCIS interviews and
security checks. Developing outcome-based performance indicators, as
required by State policy and performance management guidance, and
monitoring RSC performance against such indicators on a regular basis,
would better position State to determine whether all RSCs are processing
refugee applications in accordance with their responsibilities under
USRAP.

USCIS Has Policies and
Procedures to Adjudicate
Refugee Applications, but
Could Improve Training for
Temporary Officers

USCIS has developed policies and procedures for adjudicating refugee
applications. In July 2017, we found that these policies and procedures
apply to all USCIS officers who adjudicate refugee applications—those
from USCIS’s Refugee Affairs Division (RAD), International Operations
Division (10), and temporary officers from offices throughout USCIS—and
include those for how officers are to review the case file before the
interview and conduct the interview, as well as how supervisors are to
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review applications to ensure they are legally sufficient.’> We observed 29
USCIS refugee interviews at the four RSCs that we visited from June
2016 to September 2016 and found that the interviewing officers
completed all parts of the assessment tool and followed other required
policies. We also observed that the USCIS officers documented the
guestions they asked and the answers the applicants provided. We also
observed USCIS supervisors while they reviewed officers’ initial
decisions, interview transcripts, and case file documentation, consistent
with USCIS policy, at two of the sites we visited.'® Further, all six of the
officers that we met with stated that supervisors conducted the required
supervisory case file review during their circuit rides and the four
supervisory officers we met with were aware of the requirements and
stated that they conducted the supervisory reviews. ™

USCIS also provides specialized training to all officers who adjudicate
applications abroad, but we found that USCIS could provide additional
training for officers who work on a temporary basis. According to USCIS
policy, all USCIS officers who adjudicate refugee applications must
complete specialized training, and the training varies based on the USCIS
division of the officer. However, temporary officers receive a condensed
(or shortened) version of the trainings received by full time refugee
officers and do not receive infield training. Although temporary officers
receive training prior to conducting in-person interviews with refugee
applicants, we found that they sometimes face challenges adjudicating
refugee applications. Specifically, we reviewed 44 summary trip reports
USCIS supervisors completed following officers’ trips overseas to
interview USRAP applicants from the fourth quarter of 2014 through the
third quarter of 2016 that included adjudications by temporary officers.

12GA0-17-706. RAD officers are to adjudicate the majority of applications for refugee
status. These officers are based in Washington, D.C. but travel to multiple locations where
the caseload is large for 6 to 8 weeks at a time interviewing USRAP applicants. 10 is the
component of USCIS that is charged with advancing the USCIS mission in the
international arena. 10 has 24 offices around the world and, among other responsibilities,
generally adjudicates cases where the caseload is small or where 10 has a permanent
office presence, such as Moscow.

3We did not have an opportunity to directly observe supervisory review at the remaining
two locations.

4RAD officers are based in Washington, D.C., but they travel to multiple locations for 6 to
8 weeks at a time (called circuit rides), generally making four trips per year.

Swe analyzed all 107 available reports completed following circuit rides during this time
frame.
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In 15 of the 44 reports, the supervisors noted that temporary officers
faced challenges adjudicating refugee applications. Standards for Internal
Control in the Federal Government state that management should
demonstrate a commitment to recruit, develop, and retain competent
individuals. The standards also note that competence is the qualification
to carry out assigned responsibilities, and requires relevant knowledge,
skills, and abilities, which are gained largely from professional
experience, training, and certifications.'® To the extent that USCIS uses
temporary officers on future circuit rides, providing them with additional
training, such as in-field training, would help better prepare them to
interview refugees and adjudicate their applications, increase the quality
and efficiency of their work, and potentially reduce the supervisory burden
on those who oversee temporary officers.

USCIS Has Resources to
Help Officers Identify
Applicants with National
Security Concerns, but
Has Not Documented
Plans for Deploying
Officers with National
Security Expertise
Overseas

In addition to training, USCIS has developed guidance documents and
tools to help officers identify USRAP applicants with potential national
security concerns. However, we found that USCIS could strengthen its
efforts by developing and implementing a plan for deploying officers with
national security expertise on selected circuit rides.' USCIS provides a
number of resources to officers to help them identify and address
potential national security-related concerns in USRAP applications. In
addition, USCIS’s national security policies and operating procedures
require that cases with national security concerns be placed on hold by
interviewing officers. These cases are then reviewed by USCIS
headquarters staff who have additional specialized training and expertise
in vetting national security issues. While USCIS has training and
guidance to adjudicate cases with national security-related concerns,
USCIS trip reports we analyzed and officers we interviewed indicated that
it can be challenging to adjudicate such applications. USCIS officials
identified several reasons why it is challenging to provide training and
guidance on how to adjudicate cases with potential national security
concerns. For example, according to RAD and IO headquarters officials,
indicators of national security concerns and the country conditions that
give rise to them evolve and change; as a result, USCIS guidance on how
to address those concerns also changes over time.

16GAO, Standards for Control in the Federal Government, GAO-14-704G (Washington,
D.C.: September 2014).

"GAO-17-706
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To further help interviewing officers adjudicate cases with national
security concerns, in 2016, USCIS completed a pilot program that
included sending officers with national security expertise overseas to
support interviewing officers in some locations. USCIS determined the
pilot was successful and has taken steps to formalize it; however, USCIS
has not developed and implemented a plan for deploying these additional
officers, whose expertise could help improve the efficiency and
effectiveness of the adjudication process. In light of the evolving and
significant nature of national security concerns, developing and
implementing a plan to deploy additional USCIS officers with national
security expertise on circuit rides—including timeframes for deployment
and how USCIS will select circuit rides for deployment—would better
ensure that USCIS provides interviewing officers with the resources
needed to efficiently and effectively adjudicate cases with national
security concerns.

USCIS Does Not Conduct
Regular Quality Assurance
Assessments of Refugee
Adjudications

We also found that USCIS has not regularly assessed the quality of
refugee adjudications, which help ensure that case files are completed
accurately and that decisions by USCIS officers are well-documented and
legally sufficient.’® USCIS conducted a quality assurance review of
refugee adjudications in fiscal year 2015, which included a sample of
applications adjudicated by RAD and IO during one quarter of the fiscal
year. The 2015 quality assurance review found that most cases in the
sample were legally sufficient.'® However, the review indicated that there
were differences between RAD and |0 adjudications. Specifically, the
review rated 69 of 80 RAD case files (86 percent) as good or excellent,
and rated 36 of 73 10 case files (49 percent) as good or excellent. Two of
80 RAD case files (less than 3 percent) in the review and 17 of 73 10
case files (23 percent) were rated as not legally sufficient.?® USCIS
developed action items to address identified deficiencies and has taken

8GA0-17-706

19During USCIS quality assurance reviews, each case is assigned to one of five
categories that reflect the quality level of the case. The categories are: legally sufficient 1
— overall, the quality of the adjudication is excellent; legally sufficient 2 — overall, the
quality of the adjudication is good; legally sufficient 3 — overall, the quality of the
adjudication is acceptable; legally sufficient 4 — overall, the quality of the adjudication is
minimally acceptable; and not legally sufficient — the case is not legally sufficient and/or
violates program policy.

20The assessment rated an additional 12 10 cases (16 percent) and zero RAD cases as
minimally acceptable. The sample was not representative of all RAD and IO applications
for the fiscal year.
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steps to implement them. Among cases rated not legally sufficient, the
most common deficiency identified was that interviewing officers did not
fully develop the interview record with respect to possible
inadmissibilities.?! Other deficiencies reported included interview records
not being fully developed with respect to well-founded fear of persecution,
improper documentation and analysis of terrorism-related inadmissibility
concerns, incorrect hold determination, and required sections of the
assessment leading to the adjudication decision that were incomplete.

Although there have been major changes in the refugee caseload in the
past 2 years (such as an increase in Syrian refugees), an increased use
of temporary staff to conduct refugee adjudications in fiscal year 2016,
and the difference in quality between RAD and IO adjudications noted in
the 2015 quality assurance review, USCIS did not conduct quality reviews
in 2016 and had no plans to conduct them in 2017. Standards for Internal
Control in the Federal Government states that management should
establish and operate monitoring activities to monitor the internal control
system and evaluate the results.?? In addition, standard practices for
program management state that program quality should be monitored on
a regular basis to provide confidence that the program will comply with
the relevant quality policies and standards.?® USCIS officials stated that
supervisors continue to review each refugee case file for legal sufficiency
and completeness at the time of the interview. While supervisory review is
an important quality control step, it does not position USCIS to identify
systematic quality concerns, such as those identified in the fiscal year
2015 quality assessment results. Conducting such reviews would help
ensure that case files are completed accurately and that decisions by
USCIS officers are well-documented and legally sufficient.

21Among other things, USCIS officers may not classify an applicant as a refugee or
approve an applicant for refugee resettlement in the United States if he or she: has
participated in the persecution of any person on account of race, religion, nationality,
membership in a particular social group or political opinion; is inadmissible for having
engaged in terrorist activity or associating with terrorist organizations; is inadmissible on
certain non-waivable criminal or security grounds; or is firmly resettled in a foreign country.
See, e.g., 8 U.S.C. §§ 1101(a)(42) (establishing the persecutor bar);
1182(a)(2)(establishing criminal and related grounds of inadmissibility) and (a)(3)
(establishing security and related grounds of inadmissibility, including terrorism-related
grounds); and 8 U.S.C. § 1157(c) (establishing that firm resettlement in any foreign
country is a bar to admission as a refugee).

22GA0-14-704G.

23Project Management Institute, Inc., The Standard for Program Management ®, Third
Edition, 2013.
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State, USCIS, and
Their Partners Have
Implemented
Antifraud Measures
but Could Further
Assess Staff and
Applicant Fraud Risks

To Address Fraud Risks,
State and RSCs Have
Taken Steps to Follow
Many Leading Antifraud
Practices but Could
Improve Implementation of
Controls and Assessment
of Risk

According to State officials we interviewed for our July 2017 report, staff
fraud at RSCs occurs infrequently, but instances of staff fraud have taken
place in recent years, such as RSC staff soliciting bribes from applicants
in exchange for promises of expediting applicants through RSC
processing.?* State and RSCs reported instituting a number of activities to
combat the risk of fraud committed by RSC staff. Many of these activities
correspond with leading practices identified in GAO’s Fraud Risk
Framework which identifies leading antifraud practices to aid program
managers in managing fraud risks that affect their program.2® For
instance, State and RSCs reported that they have taken steps to commit
to an organizational culture and structure to help manage staff fraud risks
and established collaborative relationships with both internal and external
partners to share information. Officials from all nine RSCs stated that they
assign staff fraud risk management responsibilities to designated
individuals. In addition, State and RSCs reported that RSCs have
designed control activities to address staff fraud risk. State officials
identified two key guidance documents containing control activities: RSC
SOPs and the Program Integrity Guidelines. The Program Integrity
Guidelines are a list of 87 measures designed to prevent and mitigate
staff fraud at RSCs. The measures were developed by State and
provided to RSCs in response to a staff fraud incident in 2013 that
resulted in the termination of two RSC staff. These measures include
control activities addressing issues such as background checks,

2AGA0-17-737

25GAO, A Framework for Managing Fraud Risks in Federal Programs, GAO-15-593SP
(Washington, D.C.: July, 2015).
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interpreter assignment, antifraud training, office layout, case file reviews,
electronic data management, and reporting and responding to instances
of suspected fraud.

State required RSCs to comply with the original Program Integrity
Guidelines by October 2014; however, our review of RSC documents
found that RSCs reported complying with most, but not all, of the required
measures applicable to their operations. Reported compliance with
required, applicable measures at individual RSCs ranged from 86 percent
to 100 percent. For 53 of the 72 measures, compliance was reported by
all RSCs for which the measure was applicable.?® Some RSCs have
reported that they face challenges in fully implementing certain controls.
State officials told us that they work to ensure that each RSC complies
with all required controls in the Program Integrity Guidelines. If an RSC
reports that it does not yet fully comply with a measure listed in the
Program Integrity Guidelines, State expects the RSC to report its
progress toward compliance to State. While this reporting assists State in
its implementation efforts, we found that gaps remain. Full compliance
with these measures could help RSCs ensure the integrity of their
operations and guard against staff fraud.

In addition, State has taken some steps to assess the risks posed by staff
fraud to RSC operations; however, we found that not all RSCs have
conducted staff fraud risk assessments that follow leading practices
identified in the Fraud Risk Framework, including (1) conducting
assessments at regular intervals or when the program experiences
changes, (2) tailoring assessments to the program and its operations, and
(3) examining the suitability of existing fraud controls. State officials told
us that not all RSCs had conducted staff fraud risk assessments because
State’s Program Integrity Guidelines recommend but do not require these
assessments. Without State requiring RSCs to conduct regular staff fraud
risk assessments tailored to their specific operations, staff fraud risk
assessments conducted by individual RSCs have varied. Further, we
found that State and most RSCs have not examined the suitability of
existing fraud controls. For example, while one RSC has regularly
assessed the suitability of its existing staff fraud controls by conducting
regular staff fraud risk assessments that examine the likelihood and

260ur calculations of the percentages of reported RSC compliance exclude measures that
RSCs reported to be not applicable to their operations. For example, RSC Cuba reported
that it does not hire interpreters, so we did not include measures related to interpreters in
our analysis of RSC Cuba’s reported compliance with the Program Integrity Guidelines.
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impact of potential fraudulent activity and related fraud controls, the
remaining eight RSCs have not done so. State officials told us that
because State does not require RSCs to conduct risk assessments,
information needed to assess the suitability of existing controls is not
available from all RSCs. As the number of refugees accepted varies each
year by RSC, internal control systems may need to be changed to
respond to the potential increased fraud risk. Without requiring RSCs to
conduct regular staff fraud risk assessments that are tailored to their
specific operating environments and reviewing these assessments to
examine the suitability of existing fraud controls, State may lack
necessary information about staff fraud risks and therefore not have
reasonable assurance that existing controls effectively reduce these risks.
Information from such risk assessments could help State and RSCs
revise existing controls or develop new controls to mitigate the staff fraud
risks faced by the program, if necessary.

State and USCIS Have
Mechanisms to Help
Detect and Prevent
Applicant Fraud, but Could
Jointly Assess Applicant
Fraud Risks

Fraud can occur in the refugee process in a number of ways, and State,
RSCs, and USCIS have implemented certain mechanisms to help detect
and prevent fraud by USRAP applicants.?” USCIS officers can encounter
indicators of fraud while adjudicating refugee applications, and State has
suspended USRAP programs in the past because of fraud. To detect and
prevent applicant fraud in USRAP, State, RSCs, and USCIS have put
mechanisms in place such as DNA testing for certain applicants; training
on applicant fraud trends for USCIS officers; and procedures at RSCs to
require, where possible, that different interpreters be involved in different
stages of the USRAP application process to decrease the likelihood that
applicants collude with interpreters. However, State and USCIS have not
jointly assessed applicant fraud risks program-wide. The Fraud Risk
Framework calls for program managers to plan and conduct regular fraud
risk assessments.?® In addition, Standards for Internal Control in the
Federal Government states that management should consider the
potential for fraud when identifying, analyzing, and responding to risks,
and analyze and respond to identified fraud risks, through a risk analysis
process, so that they are effectively mitigated.®

2IGAO-17-706
28GA0-15-593SP.
29GA0-14-704G.
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Our
Recommendations
and Agencies’
Responses

Although State and USCIS perform a number of fraud risk management
activities and have responded to individual instances of applicant fraud,
we found that these efforts do not position the agencies to assess fraud
risks program-wide for USRAP or know if their controls are appropriately
targeted to the areas of highest risk in the program. State and USCIS
officials told us that each agency has discrete areas of responsibility in
the refugee admissions process, and each agency’s antifraud activities
are largely directed at their portions of the process. Because the
management of USRAP involves several agencies, without jointly and
regularly assessing applicant fraud risks and determining the fraud risk
tolerance of the entirety of USRAP, in accordance with leading practices,
State and USCIS do not have comprehensive information on the inherent
fraud risks that may affect the integrity of the refugee application process
and therefore do not have reasonable assurance that State, USCIS, and
other program partners have implemented controls to mitigate those risks.
Moreover, regularly assessing applicant fraud risks program-wide could
help State and USCIS ensure that fraud prevention and detection efforts
across USRAP are targeted to those areas that are of highest risk, in
accordance with the program’s fraud risk tolerance.

In our July reports, we made several recommendations to State and DHS.
Specifically, we recommended that State take the following actions in
GAO-17-706:

« develop outcome-based indicators for RSC, as required by State
policy;
« monitor RSC performance against such indicators on a regular basis;

And we recommended that State take the following actions in
GAO-17-737:

« actively pursue efforts to ensure that RSCs comply with required,
applicable measures in the Program Integrity Guidelines;

« update guidance, such as the Program Integrity Guidelines, to require
each RSC to conduct regular staff fraud risk assessments that are
tailored to each RSC'’s specific operations; and

« regularly review RSC staff fraud risk assessments and use them to
examine the suitability of existing staff fraud controls and revise
controls as appropriate.
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We recommended that USCIS take the following actions in GAO-17-706:

« provide additional training for any temporary officers who adjudicate
refugee applications;

« develop and implement a plan to deploy officers with national security
expertise overseas;

« conduct regular quality assurance assessments of refugee application
adjudications across RAD and I0.

We also recommended that State and USCIS conduct regular joint risk
assessments of applicant fraud risk across USRAP.

State and USCIS concurred with all of our recommendations and have
actions underway to address them. For example, State noted that it has
developed new guidance to enhance the monitoring of RSCs, which
outlines roles, responsibilities, and tools for program officers and refugee
coordinators. In addition, USCIS provided documentation that USCIS
officials conducted a quality assurance assessment of refugee
adjudications in July 2017. Moreover, in July 2017, USCIS provided
documentation indicating that it instituted additional headquarters and
overseas training for temporary officers consistent with our
recommendation. Therefore, we closed this recommendation as
implemented.

Chairman Labrador, Ranking Member Lofgren, and Members of the
Subcommittee, this completes my prepared statement. | would be
pleased to respond to any questions that you may have.

For further information regarding this testimony, please contact Rebecca
GAO Contacts and Gambiler, Director, Homeland Security and Justice at (202) 512-8777 or
Staff gamblerr@gao.gov, or Thomas Melito, Director, International Affairs and
Acknowledgments Trade at (202) 512-9601 or melitot@gao.gov. Contact points for our

Offices of Congressional Relations and Public Affairs may be found on
the last page of this statement. GAO staff who made key contributions to
this testimony are David Alexander, Ashley Alley, Kathryn Bernet,
Anthony Costulas, Martin De Alteriis, Brian Hackney, Paul Hobart,
Thomas Lombardi, and Elizabeth Repko.

(102331) Page 16 GAO-18-156T


http://www.gao.gov/products/GAO-17-706
mailto:gamblerr@gao.gov
mailto:melitot@gao.gov

This is a work of the U.S. government and is not subject to copyright protection in the
United States. The published product may be reproduced and distributed in its entirety
without further permission from GAO. However, because this work may contain
copyrighted images or other material, permission from the copyright holder may be
necessary if you wish to reproduce this material separately.




GAOQO’s Mission

Obtaining Copies of
GAO Reports and
Testimony

The Government Accountability Office, the audit, evaluation, and investigative
arm of Congress, exists to support Congress in meeting its constitutional
responsibilities and to help improve the performance and accountability of the
federal government for the American people. GAO examines the use of public
funds; evaluates federal programs and policies; and provides analyses,
recommendations, and other assistance to help Congress make informed
oversight, policy, and funding decisions. GAO’s commitment to good government
is reflected in its core values of accountability, integrity, and reliability.

The fastest and easiest way to obtain copies of GAO documents at no cost is
through GAO’s website (http://www.gao.gov). Each weekday afternoon, GAO
posts on its website newly released reports, testimony, and correspondence. To
have GAO e-mail you a list of newly posted products, go to http://www.gao.gov
and select “E-mail Updates.”

Order by Phone

Connect with GAO

To Report Fraud,
Waste, and Abuse in
Federal Programs

Congressional
Relations

Public Affairs

Strategic Planning and
External Liaison

The price of each GAO publication reflects GAQO’s actual cost of production and
distribution and depends on the number of pages in the publication and whether
the publication is printed in color or black and white. Pricing and ordering
information is posted on GAO’s website, http://www.gao.gov/ordering.htm.

Place orders by calling (202) 512-6000, toll free (866) 801-7077, or
TDD (202) 512-2537.

Orders may be paid for using American Express, Discover Card, MasterCard,
Visa, check, or money order. Call for additional information.

Connect with GAO on Facebook, Flickr, LinkedIn, Twitter, and YouTube.
Subscribe to our RSS Feeds or E-mail Updates. Listen to our Podcasts.
Visit GAO on the web at www.gao.gov and read The Watchblog.

Contact:

Website: http://www.gao.gov/fraudnet/fraudnet.htm
E-mail: fraudnet@gao.gov
Automated answering system: (800) 424-5454 or (202) 512-7470

Katherine Siggerud, Managing Director, siggerudk@gao.gov, (202) 512-4400,
U.S. Government Accountability Office, 441 G Street NW, Room 7125,
Washington, DC 20548

Chuck Young, Managing Director, youngc1@gao.gov, (202) 512-4800
U.S. Government Accountability Office, 441 G Street NW, Room 7149
Washington, DC 20548

James-Christian Blockwood, Managing Director, spel@gao.gov, (202) 512-4707
U.S. Government Accountability Office, 441 G Street NW, Room 7814,
Washington, DC 20548

QW

%

Please Print on Recycled Paper.


http://www.gao.gov/
http://www.gao.gov/
http://www.gao.gov/ordering.htm
http://facebook.com/usgao
http://flickr.com/usgao
http://www.linkedin.com/company/us-government?trk=cp_followed_name_us-government
http://twitter.com/usgao
http://youtube.com/usgao
http://www.gao.gov/feeds.html
http://www.gao.gov/subscribe/index.php
http://www.gao.gov/podcast/watchdog.html
http://www.gao.gov/
http://blog.gao.gov/
http://www.gao.gov/fraudnet/fraudnet.htm
mailto:fraudnet@gao.gov
mailto:siggerudk@gao.gov
mailto:youngc1@gao.gov
mailto:spel@gao.gov

	REFUGEES
	Federal Agencies and Their Partners Have Implemented Certain Measures, but Need to Further Strengthen Applicant Screening and Assess Fraud Risks
	Statement of Rebecca Gambler, Director, Homeland Security and Justice and Thomas Melito, Director, International Affairs and Trade
	Letter
	State Has Worked with UNHCR on Various Measures Designed to Ensure the Integrity of the Resettlement Referral Process
	State and RSCs Have Policies and Procedures for Processing Refugees, but State Could Improve Efforts to Monitor RSC Performance
	USCIS Has Policies and Procedures for Adjudicating Refugee Applications, but Could Improve Training and Quality Assurance
	USCIS Has Policies and Procedures to Adjudicate Refugee Applications, but Could Improve Training for Temporary Officers
	USCIS Has Resources to Help Officers Identify Applicants with National Security Concerns, but Has Not Documented Plans for Deploying Officers with National Security Expertise Overseas
	USCIS Does Not Conduct Regular Quality Assurance Assessments of Refugee Adjudications

	State, USCIS, and Their Partners Have Implemented Antifraud Measures but Could Further Assess Staff and Applicant Fraud Risks
	To Address Fraud Risks, State and RSCs Have Taken Steps to Follow Many Leading Antifraud Practices but Could Improve Implementation of Controls and Assessment of Risk
	State and USCIS Have Mechanisms to Help Detect and Prevent Applicant Fraud, but Could Jointly Assess Applicant Fraud Risks

	Our Recommendations and Agencies’ Responses
	GAO Contacts and Staff Acknowledgments
	GAO’s Mission
	Obtaining Copies of GAO Reports and Testimony
	Connect with GAO
	To Report Fraud, Waste, and Abuse in Federal Programs
	Congressional Relations
	Public Affairs
	Strategic Planning and External Liaison


	d18156Thigh.pdf
	REFUGEES
	Federal Agencies and Their Partners Have Implemented Certain Measures, but Need to Further Strengthen Applicant Screening and Assess Fraud Risks
	Why GAO Did This Study
	What GAO Recommends

	What GAO Found



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



